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Agenda

1. AI agents weʼre running in production
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3. Shared evaluation framework: Overview

4. Shared evaluation framework: Building blocks

5.    Tying it all together + Takeaways



AI agents weʼre running 
in production



Web & app search / vector search / log search…
Setting the stage on the types of AI Agents we build





Users ship logs to Elastic / Elastic Security / Observability
Bottom line: Search / RAG to store and extract signals from data



Security] Attack Discovery: 
Given logs, find possible attacks



Elastic Agent Builder Enterprise chatbot creator): 
Custom agents on top of existing data



Key questions 
before shipping 
changes to 
production

How do we estimate the 
quality of responses of 
these AI applications?

If we make a change, how 
do we test for 
regressions?

How can we easily test 
these results in a 
repeatable manner?



What weʼd build for each AI Agent suite…

1. Test dataset creation

2. Develop LLM- and rules-based evaluators

3. Capture evaluation data (in different places)



Security] Attack Discovery: 
Given logs, find possible attacks

Recall…



For Security use case, test dataset includes 
accurate summary of (cyber) attack
10 novel attack scenarios

● 8 Oh My Malware attack episodes (ohmymalware.com)

● 4 multi-attack scenarios (created by combining attacks in the first 2 
categories)

● Benign scenarios



Security] Attack Discovery
Metrics for this specific Agentic AI

Metric Description

Precision & recall Match alertIDs between actual and expected 
outputs to measure detection accuracy.

Similarity Use BERTScore to compare the semantic 
similarity of the response text.

Factuality Are key IOCs (indicators of compromise) 
present? Are MITRE tactics (industry 
taxonomy of attacks) correctly reflected?

Domain specific] Attack chain consistency Compare the number of discoveries to 
check for over- or under-reporting of the 
attack.



Elastic Agent Builder Enterprise chatbot creator): 
Custom agents on top of existing data

Recall…



Elastic Agent Builder test datasets
Enterprise chatbot creator: Question and answer example

14 Indices using open source datasets to simulate multiple sources in KB.

● 5 Query types (analytical, text retrieval, hybrid…)

● 7 Query intent types (procedural , factual - classification, investigative; 
…)



Agentic AI with RAG Example labelled data
Enterprise data chatbot: Question and answer example

question:
                'I am trying to verify my domain with Google Workspace. I need to add a TXT 
record to my domains DNS settings. I have confirmed that my domain is connected to 
Wix via pointing. What to do now?',

`To verify your domain with Google Workspace by adding a TXT record, you need to 
manage your DNS settings with your domain host, not Wix, since your domain is 
connected via pointing. 
Follow these steps:
1. Log in to your domain host account where your DNS records are managed.
2. Add the TXT record provided by Google Workspace to your domain's DNS settings.
3. After adding the TXT record, return to the Google Admin Console and click 'Verify'.`,



Elastic Agent Builder Enterprise chatbot creator)
Metrics for this specific Agentic AI

Metric Description

Precision & recall Match documents/information retrieved by the agent to answer a user 
query vs the actual information or documents needed to answer the 
query to measure information retrieval accuracy.

Factuality Are the key facts required to answer the user query present? Are 
the facts in the right order for procedural queries?

Response relevance Does the response contain information that is peripheral or 
unrelated to the user query?

Response 
completeness

Does the response answer all parts of the user query? Does the 
response contain all the information present in the ground truth?

Domain specific]
ES|QL validation

Is the generated ES|QL syntactically correct? Is it functionally 
identical to the ground truth ES|QL?



Various more agents, skills, or components
each with their own evals
● Security detection rules generation AI Agent

● Security alerts RAG

● Security ES|QL detection rules generation

● Observability AI insights

● Observability AI investigations

and so on…

As agent development matures, more and more evaluations are needed



Tracing your 
application



Trace your application for evaluations and monitoring

Many tools:

● LangSmith

● Phoenix

● Langfuse

● Elastic

● MLflow

● Make your own with existing observability…Early on we tried many different tools: 
As our agent development matured we started consolidating



Example: LangSmith trace LangGraph agent)
Source: LangChain/LangGraph



Example: LangSmith trace LangGraph agent)



Example: Elastic Observability



Example: Phoenix



Example: LangSmith trace easy “Add to Datasetˮ 
feature



Anecdote: You wouldnʼt eval other live ML without 
some type of telemetry/clickstream data

Image: https://www.loop11.com/clickstream/

https://www.loop11.com/clickstream/


Shared evaluation 
framework: 
Overview



Why? As agent development matures, 
more and more evaluations are needed
● Cumbersome to keep building evaluations from scratch

● Different dev teams can collaborate and maintain

● Quick to spin up fully featured evals

Security org and Agent Builder org previously built out 
completely separate eval frameworks



Shared toolkit for different Agentic AI teams

● Import datasets

● Trace based evaluators (token usage, latency, tool calls)

● RAG evaluators Precision@K, Recall@K, F1K

● Custom evaluators

Prerequisite for evals: Tracing/ telemetry



Customizable building blocks

Customized 
per use case



Orchestrated with Scout
Kibanaʼs UI and API test framework built on top of Playwright

Elastic/Kibana Scout: 
https://www.elastic.co/docs/extend/kibana/scout

https://www.elastic.co/docs/extend/kibana/scout


Dev mode: outputs terminal results



Shared evaluation 
framework:
Building blocks



Shared evaluation building blocks

● Precision/Recall

● Semantic similarity e.g. typical answer is similar to existing docs

● Factuality e.g. not hallucinated product ID

● LLM-as-judge shared tooling

We compared commonly used metrics in ad-hoc evaluations, 
and started pulling them out



Factuality (customize based on application)

Early implementation for one eval suite in Python, 
now since merged into shared evals in TypeScript



LLM-as-a-judge with offline evaluations on test set
Sample user question: 

Generate an ES|QL query that will parse the DNS registered domain from a DNS query, 
count the number distinct DNS queries being made per DNS registered domain and filter for 
when the distinct count is greater than 5. The query should sort the results by the distinct 
count of queries in descending order. 

Eval dataset:
Known good answer New response

Agent that youʼre 
evaluating (e.g. with 

config changes)

Simplified] 
LLM-as-a-Judge: Are these 
responses similar? Y/N



LLM-as-Judge pros & cons
Using LLMs to determine if incoming data is similar to test/golden dataset

Pros:

- Scale

- Useful for tone, coherence, style, summaries, safety…

- Good for open-ended tasks

- Can judge correctness, completeness…

- Can self-explain grading using chain-of-thought

Tip: Can use structured outputs/schema, 
e.g. LangSmith/LangChain schemas

https://blog.langchain.com/dataset-schemas/


LLM-as-Judge pros & cons

Cons:
- May not be granular enough
- Variance across runs even with the same model
- LLM might not identify crucial differences
- More guidance is needed for internal info (e.g. product IDs)
- Performance differs by models/use case
- Bias toward models from the same “familyˮ
- Advanced math, etc.

Using LLMs to determine if incoming data is similar to test/golden dataset



Using the same model family may cause bias

CyberSOCEval: Benchmarking LLMs Capabilities for Malware Analysis and 
Threat Intelligence Reasoning Crowdstrike, Meta)

https://arxiv.org/pdf/2509.20166

https://arxiv.org/pdf/2509.20166


LLM-as-Judge / Model-based graders

Source: Anthropic 
https://www.anthropic.com/engineering/demystifying-evals-for-ai-agents

https://www.anthropic.com/engineering/demystifying-evals-for-ai-agents


Rules based evaluations
Catch crucial points you canʼt let LLM-as-a-Judge get wrong

Examples

● Using code (e.g. Python, TypeScript) to check if generated .json is valid

● Heuristics: If generated output doesnʼt have x, y, z categories for this 
sample, itʼs incorrect/correct

● Programmatic syntax checks for generated code

Example: Check ES|QL (a query language in Elastic)



Rules based evaluations: Pros and cons
Catch crucial points you canʼt let LLM-as-a-Judge get wrong

Pros:

● No ambiguity, catches some weaknesses of LLM-as-a-Judge

● Cheap

● Fast



Rules based evaluations: Pros and cons
Catch crucial points you canʼt let LLM-as-a-Judge get wrong

Cons:

- Hard to scale for large problem space

- Canʼt capture nuance

- Weaker at open ended tasks



What couldnʼt we 
abstract?



Canʼt abstract bespoke data creation
But abstracted loading of bespoke datasets

● Still requires domain expertise to review

● Product input on what are positive vs. negative examples we must pass

● Regression is different for different agents



Further calibration of evaluators

“A well-calibrated evaluator should be consistent. If the baseline wins in the 
first evaluation, it should also win in the second. If the judgment flips, the 
outputs are perhaps too similar to distinguish, and we can mark these as ties 
rather than forcing a noisy decision.ˮ  - Eugene Yan

Be mindful that your evaluators agree generally with human evaluators (or 
your target behavior)

We make it easy to spin up the evaluators, 
calibration is still the responsibility of each team



Key takeaways



If youʼre building your first agent:

● Donʼt skip product and domain expertise in evaluations

● Try out various tracing tools, see what works

● Start small: simple dataset creation, ad-hoc evals is fine

If your company is still early in its agent development journey, don't 
over-invest in abstractions yet. 
Optimize for learning and experimentation first.



If you have a few agents in production:

● If youʼre not making evaluations, start building at least one

● Thinking about the common metrics youʼre observing

● Youʼll eventually run into the problems of too many evals, how can you 
plan ahead to avoid that

Cross-team communication is key,
as agent dev in your organization matures.



Lessons weʼve learned
If we could do over…

- Build first, consolidate later, but would have planned for consolidation 
earlier

- Make it easier for feedback to improve the product

- Would have jumped into the language of the main stack earlier

If you already have your own evaluation 
“hub ,ˮ what would you do over?



We share eval results for select use cases publicly 

Source: 
https://www.elastic.co/docs/solutions/security/ai/large-language-model-performance-matrix

https://www.elastic.co/docs/solutions/security/ai/large-language-model-performance-matrix
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